Security-Critical System Development with Extended Use Cases

G. Popp and J. Jürjens and G. Wimmel R. Breu

Institut für Informatik Institut für Informatik Technische Universität München Universität Innsbruck Garching, GERMANY 85748 Innsbruck, AUSTRIA 6020 {popp,juerjens,wimmel}@in.tum.de Ruth.Breu@uibk.ac.at

Abstract

Due to increasing interconnection, IT systems are confronted with more and more attacks. To address this problem, we have to consider security requirements from the beginning of the system development. In early phases of system development, it is common to use a hybrid system view which is based on an object oriented modeling of the application core and the specification of use cases. In this paper, we present an extension of this process for securitycritical systems. We show a methodical approach for the development of security-critical systems and the modeling of security aspects in the application core with an extension of the Unified Modeling Language for secure systems development, UMLsec. Furthermore, we introduce security use cases for the development of security aspects in conjunction with behavioral modeling.

1. Introduction

Since IT systems become more and more interconnected, they also become exposed to an increasing number of attacks. In order to develop high quality systems, we additionally have to observe security aspects in the software development process. Security is a complex non-functional requirement which can only be guaranteed by the interaction of many parts in the system. Leaving security aspects to late stages and not considering them systematically (as it is often done) makes their integration extremely difficult and increases the potential for the final product to contain vulnerabilities. In this paper, we present a methodology to integrate security aspects into the early phases of development.

Our basis is a use case oriented development process (see [2, 3, 17, 11, 6]). Use case oriented modeling both considers objects and system functions (use cases) in the early stages of development and thus is based on a hybrid system view. This reflects experience of many years that developers and customers both think about objects (e.g. accounts and contracts) and about tasks or system functions (e.g. selling a book) during requirements elicitation. There are three main activities within use case oriented requirements engineering.

One activity deals with modeling the static concepts of the application domain in a class model. We refer to this model in the sequel as the application core. A second activity concerns the identification of use cases. Application core and use case model are two artifacts which are loosely interrelated but based on a different system view. In a third activity the two views are integrated into a single object oriented model. The main task within this activity is the description of use cases in terms of message flows between objects.

Our method for the conceptual modeling of security requirements enhances each of the three above modeling activities by the specification of respective security aspects. In the application core we model access policies and security properties based on the language UMLsec ([12, 14]). Within the use case model we enhance the textual description by features which analyze threats and the vulnerability of input and output data. Moreover, the security policy of the system regarding the identified threats is outlined. We call this model the security use case model. The integration of the security use case model and the application core refines the security policy in terms of message flows between objects.

Our approach is novel in the respect that it does not only consider single aspects of security modeling (such as modeling access policies) but provides an overall framework for security engineering in the context of UML and process models such as the Unified Process([11]).

The structuring of the subsequent sections is as follows. In Section 2 we give an overview of the overall process for security development, before we explain in detail the security data modeling in Section 3 and the security use case modeling in Section 4. Section 5 shows in an exemplary way the application of the methodical approach and presents a process of applying the methodical approach. In Section 6 we introduce security business processes based on use cases. Section 7 summarizes the integration of the two models and introduces the next development steps. A tool support is discussed in Section 8 and in Section 9 we consider related work before we give a short conclusion in Section 10.

2. Methodical approach for specifying security-critical systems

Figure 1 summarizes the three activities of use case oriented development together with the description techniques used as outlined in Section 1.

Figure 1. Main activities of use case oriented development

The class diagram of the application core models the static concepts of the domain. Usually, the class diagram does not comprise behavioral aspects (i.e. methods). The behavioral aspects are instead captured in the use case model. The use cases in this stage are described by plain text addressing the following questions:

• Which actor is involved?

• Which data or objects does the actor exchange with the system?

• Which classes of the core system are changed by the execution?

• Which expected behavior does the system show?

• Which variations of the expected behavior do exist?

In the third step the use cases and class model are integrated into an object oriented system model. This system model comprises both static and dynamic information. In particular, the use cases are broken down into message flows between objects, described by sequence and state diagrams.

So far, security aspects are not considered. At most, the requirements specification describes, in a section about non-functional requirements, that the system has to be secure and explains in plain text which requirements should be met.

A systematic way for the integration of security aspects is that we extend both the domain model and the use cases with security information. After the definition of the class diagram, we extend, in a further step, the class diagram with security information. For example, we consider the classes, attributes and relations and decide whether they should be protected. In Section 3 the necessary extension process and the necessary UML-extension are explained.

The hybrid system view of structure and function information forces a security specification for the functional development as well. For this reason, in addition to extending the class diagram, we also extend the developed use cases with security information. We consider the input and output data as well as the interaction sequences and categorize them into critical and non-critical actions. How we elaborate the security aspects of the use cases is described in Section 4.

Figure 2. Methodical approach for specifying security-critical systems

In Section 7, we outline the integration of the two security-enriched models into a common object-oriented view. Furthermore we describe the further development steps within the system development.

Figure 2 shows the security enriched extended methodical approach. It is derived from [2, 3], where security aspects were not considered.

3. UMLsec

We recall the fragment of UMLsec needed in our context. More details can be found in [12, 14]. UMLsec allows one to express security-related information within the diagrams in a UML system specification. The extension is given in form of a UML profile using the standard UML extension mechanisms. Stereotypes are used together with tags to formulate security requirements and assumptions on the system environment; constraints give criteria that determine whether the requirements are met by the system design.

Stereotypes define new types of modelling elements extending the semantics of existing types or classes in the UML metamodel. Their notation consists of the name of the stereotype written in double angle brackets^{⟨⟨ ⟩⟩}, attached to the extended model element. This model element is then interpreted according to the meaning ascribed to the stereotype.

One way of explicitly defining a property is by attaching a tagged value to a model element. A tagged value is a name-value pair, where the name is referred to as the tag. The corresponding notation is {tag=value} with the tag name tag and a corresponding value to be assigned to the tag.

Another way of adding information to a model element is by attaching constraints to refine its semantics. Stereotypes can be used to attach tagged values and constraints as pseudo-attributes of the stereotyped model elements.

In Table 1 we give the relevant fragment of the list of stereotypes from UMLsec, together with their tags and constraints.

We shortly explain the use of the stereotypes and tags given in Table 1. More information can be found in [14, 12].

critical This stereotype labels objects that are critical in some way, which is specified in more detail using the corresponding tags. The tags are {secrecy} and {integrity}. The values of the first two are the names of expressions or variables (that is, attributes or message arguments) of the current object the secrecy (resp. integrity) of which is supposed to be protected.

secure dependency This stereotype on subsystems containing static structure diagrams ensures that the^{⟨⟨} call^{⟩⟩} and^{⟨⟨} send^{⟩⟩} dependencies between objects or subsystems respect the security requirements on the data that may be communicated across them, as given by the tags {secrecy} and {integrity} of the stereotype ⟨⟨ critical^{⟩⟩}.

fair exchange This stereotype of (instances of) subsystems has associated tags start and stop taking names of states as values. The associated constraint requires that, whenever a start state in the contained activity diagram is reached, then eventually a stop state will be reached.

4. Security use case modeling

In the part about non-functional requirements of the requirements specification, the security requirements are described in plain text for the complete system. These security requirements affect both the data structure, as we have seen above, and the behavioral specification. In the use case specification the functions of the system have been elaborated to use cases. Now we have to map the overall security requirements to the use cases and extend them if necessary. After the mapping we can decide between the following three different use cases.

The use case is not security-critical, i.e. no given security requirement has to be implemented in the use case. For instance, in a web-based telephone system, we have a use case “display program info”, which shows information about the application and its authors. We do not assume this use case as critical and thus can ignore security aspects.

It is a security-critical use case, it has to meet one or more security aspects from the non-functional, overall specification. In our web-based telephone system a user sends a request for a new telephone access. The following security aspects are adopted from the nonfunctional specification: The data of the request is confidential, its integrity has to be ensured, and repudiation has to be prevented.

A new use case has to be added to the system to fulfill the security requirements. A necessary condition for guaranteeing confidentiality, integrity and nonrepudiation can be that the used is required to log in to the system. For this purpose, we need an authentication mechanism. This function originally is not part of the list of functions in the requirements specification and therefore not elaborated as a use case before security aspects are considered. Such new use cases have a^{⟨⟨} uses^{⟩⟩} relationship to the security-critical use cases that rely on the functionality they provide.

Whereas for not security-critical use cases there is nothing to do with regards to security, the recovery of security aspects for the second and third use case type may be complex. We suggest the application of a question catalog for deriving the security aspects from the elaborated standard use cases. The following questions have to be answered for every security-critical and every new use case.

• Which risks are connected with the actors who are involved in or start a use case?

• Which input and output data of the use case is securitycritical when we analyze them with respect to secu-

Table 1. Some UMLsec stereotypes

Stereotype Base Class Tags Constraints Description secrecy dependency assumes secrecy integrity dependency assumes integrity critical object, secrecy, critical object subsystem integrity secure subsystem^{⟨⟨} call^{⟩⟩},^{⟨⟨}send^{⟩⟩} respect structural interaction dependency data security data security fair exchange subsystem start,stop after start enforce fair eventually reach stop exchange

USE CASE: ESTABLISH A CONNECTION

Actor related risk The actor establishes a connection without any encryption, so there is no way to identify the proper sender and the connection can be eavesdropped, i.e. an invader gets the role of the sender and communicates with the vis-à-vis.

Security critical and uncritical input/output data Input: When establishing the connection, the caller selects the phone number of the destination. {The phone number is critical, because it can be replaced with an expensive service number = man in the middle attack.} Output: The system sends a message ready or aborted to the caller. {The messages are critical, because the message can be forged and the system doesn’t work in the intended way.} Manipulation of the application core Modified Classes: Connection Added Classes: Key generation, Key storage, Crypt message Modified System Behavior The system has to exchange the data over a secure channel. After the caller selects the phone number, the system generates a session key. The system exchanges the session key with the opposite system in an encrypted way. Afterwards, the system can encrypt and decrypt the data with the known key.

Figure 3. Use case extension: establish a connection

rity aspects like authenticity, integrity, confidentiality, availability and non-repudiation?

• Normally, the use case affects classes in the application core. Which classes have to be modified and how strongly does the security aspect affect the classes? Do we have to change only attributes, or also behavior of the classes, as far as behavior is described in this early phase?

• How does the modified system behavior look like? For example, we may have new error messages, abnormal terminations, reduced operability, etc.

• Do we have additional action sequences due the specification of security aspects?

The questions help us to gain information about the common security aspects, as described in the following. With the actor related risks we get information about confidentiality and we can specify a partial access matrix, as depicted in Figure 8. The input and output data as well as the modified application core helps us to collect information which will be necessary for the specification of e.g. confidentiality, integrity and non-repudiation aspects. We have to check these aspects on the I/O-Data and on the extended application core. Authenticity comes up with specifying the modified system behavior.

The introduced questions are first step to gain security information, but for a complete specification of security aspects we have to check the security aspects separately. As our examples show, the questions help us to gain security information, but we gain not the complete security information. In the future we have to extend the questions and describe a mapping between the security aspects and the questions. Our approach to gain security information is an alternative and complement to methods such as attack trees [19], which aims to be more integrated with the artifacts produced during the development process.

The elaborated security aspects are described in plain text as well and are added to the use case specification. In contrast to the textual description in the requirements specification this description is more structured. The structure is derived from the questions. In addition to the textual specification we can model the behavior between the actor and the system in a sequence diagram (see [9]), enriched with the necessary security communication between the two participants. [7] suggests enriched sequence diagrams in which the security constraints are added to messages and are displayed in curly brackets.

In Figure 3 we show a security extension for the use case “Establish a Connection” over a telephone line. For the system, a non-functional requirement is given: the communication must be secure. In this example, all input and output data are critical, as described textually. Additionally, we have emphasized these security requirements through curly brackets as suggested for interaction diagrams in [7].

5. Application of the methodical approach

In Section 2, we have introduced the methodical approach for specifying security-critical systems. In this section we divide the process into more detailed steps and sketch the application of the process with an example, an Internet-based business application.

Figure 4. Activities in the application of the methodical approach

Figure 4 gives an overview of the detailed steps in an activity diagram. In the example below not all activities are necessary, so we have omitted the unnecessary ones. The activity diagram shows two swim-lanes, one for the activities concerning the application core and another one for the use case activities.

Specify the actors. Firstly we have to define the actors which will be working with the system. In our example, we identify at least the following three actors: CUSTOMER, ACCOUNTING CLERK, and WAREHOUSEMAN.

Identify dependencies between actors. In large systems there are many actors and there are sometimes dependencies between them. E.g. there is an accounting clerk and his boss is also an accounting clerk, however with more rights in the system. Later, we can model this dependency as a derivation of rights from the accounting clerk to his boss. In our example, the given Internet-based business application, there exists a dependency between accounting clerk and warehouseman, the later can be considered as accounting clerk with less rights.

Identify typical objects of the application core. In the beginning we also have to consider the static structure of the application core, as mentioned above in the methodical approach (see Section 2). Figure 5 sketches the application core of the Internet based business application.

Figure 5. Application core of the Internetbased business application

In the presented class diagram we have only modeled a part of the application core and we have specified only the necessary dependencies in the static domain model. The whole system will have a lot more classes.

Analyze tasks of the actors within the system. For every identified actor we have to determine the tasks which they have to fulfill in the system. These tasks will be later, when they are described in detail, the use cases of the system. Table 2 shows a part of the identified use cases.

Here we have again specified only a few tasks for our sample actors.

Elaborate use cases from the tasks. Each use case from the previous process task has to be elaborated and described. Use cases will be described in plain text or additionally with semi-formal description techniques like use case diagrams [9] or sequence diagrams [9, 2]. For our example application we pick the use case PAY (see Figure 6) and describe it according to the aspects discussed in Section 2.

Map typical objects of the application core to actors and define access policies. We have already specified the application core and the actors. In this step we build a matrix and define in a coarse way the access policies, i.e. we specify if a subject (actor) has full access to an object or class (marked by a X), has only partial access (marked by a P) or has no access (marked by a –). A more fine-grained specification of access rights is elaborated in later stages of the development. Table 3 shows the access matrix for our three actors and the identified application core.

Extend the application core with security aspects. In addition to the specification of access policies, the application core is enhanced by security information according to

Table 2. Overview of the example use cases Actor Use Case Customer Request Good Pay Accounting Clerk Create Bill Warehouseman Deliver Order

Table 3. Access policies

Customer Accounting Warehouse- Clerk man Accounting Clerk – X – Article P X P Bill P X – Banking Account X X – Catalog P X P Category P X P Customer P X P Entry P X P Order X X X Payment X X – Price P X – Statistic P X – Warehouseman P X P

Legend: Actor has full access (X), partial access (P) or no access (–).

USE CASE: PAY

Input Customer ID, Order ID, Credit Card Number and Valid Date Output Okay-Message Actor Customer Modified classes in the application core Payment, Credit Card, Order. Description

When a customer wants to pay an order, the system gets the customer ID and the order ID. The customer inputs the credit card number and the valid date of the card before he starts the pay action. The system checks the credit card data and debits the order price from the specified credit card account. After the debit, the system sends an okay to the customer. Variants

(1) The Customer ID is not valid. Break.

(2) The Order ID is not valid. Break.

(3) The check of the Credit Card Number or/and the Valid Date fails. The execution aborts.

(4) The debit fails. The system returns “not okay” instead of “okay”.

Figure 6. Pay – an example use case

the approach presented in Section 2. In Figure 7 we have added the stereotypes^{⟨⟨} integrity^{⟩⟩} and^{⟨⟨} secrecy^{⟩⟩} to the objects of the application core from Figure 5 according to the ⟨⟨ critical^{⟩⟩} stereotype presented in Section 3. The former specifies objects which can be read but not written from outside, whereas the latter forbids read and write access to objects from outside.

Security extension of the use cases. In Section 4 we have introduced a security extension for use cases. In Figure 8 we apply this extension to our sample use case PAY. With the security extension we don’t overwrite the existing use case specification, but we extend the prior use case specification. In the access matrix in Table 3 we have identified the data access of a customer. In the presented use case we specify this access matrix in more detail, but only for the use case related objects. Because of the circumstance that a customer can only read and modify his own data, we have to distinguish between own customer data and other customers’ data, so we have extended the local matrix in this way (see Actor related risk in Figure 8).

We have not used the activities IDENTIFY SIMILARITIES

IN USE CASES and INTEGRATE USE CASES AND APPLI- CATION CORE. The former is applicable if there are some

similar use cases. In this circumstance, we can replace the similar use cases by one more abstract use case. This is only suggestive if we do not lose important information. The latter activity is outlined in Section 7.

6. From use cases to business processes

In this section we show the relation of use cases to business processes in the way that we describe the flow of actions of a use case in a more detailed way by means of an activity diagram.

Figure 7. Security extension of the application core

SEC USE CASE EXTENSION: PAY

Actor related risk A customer can only access his own data, not the data of other customers.

Customer (Actor) self other Customer read, write - Order read, write - Banking Account read, write -

Security-critical and uncritical input/output data security-critical i/o data uncritical i/o data Customer ID - OrderID Credit Card Number Valid Date Okay-Message

Manipulation of the application core

(1) The customer data, order data and credit card data have to be protected.

(2) Additional classes for enacting a secure connection are necessary.

Modified system behavior

(1) Because the system is Internet based, we have to establish a secure connection before we send customer data from the customer to the system and vice versa.

(2) Before the access to the order and credit card data, the customer has to be authenticated, otherwise the execution is aborted.

(3) Before accessing the order data, the access rights have to be checked.

(4) Before accessing the credit card data the access rights have to be checked.

Figure 8. Security extension of the use case pay

6.1. Security requirements capture with use case diagrams

Use case diagrams describe typical interactions between users and a computer system (or between different components of a computer system). We use them to capture requirements (in particular security requirements).

To start with our example, Figure 9 gives the use case diagram describing the situation to be achieved: a customer buys a good from a business. The semantics of the stereotype^{⟨⟨} fair exchange^{⟩⟩} is, intuitively, that the actions “buys good” and “sells good” should be linked in the sense that if one of the two is executed then eventually the other

Figure 9. Use case diagram for business application

one will be (where these actions are specified on the next more detailed level of specification).

6.2. Secure business processes with activity diagrams

Activity diagrams are especially useful to model workflow and to explain use cases in more detail.

Following our example, Figure 10 explains the use case in Figure 9 in more detail. To demonstrate the connection between this diagram and the one in Figure 9, we give two possible activity diagrams. Both are separated in two swim-lanes describing activities of different parts of a system (here Customer and Business). Round boxes describe actions (such as Request good) and rectangular boxes describe the object flow (such as order[filled]). Horizontal bars (synchronization bars) describe a required synchronization between two different strands of activity. A diamond describes the merging of two strands of activities. The start state is marked by a full circle, the final state by a small full circle within a circle. In each, two tag-value pairs {start = Request good} and {stop = Collect order} resp. {stop = {Reclaim payment, Collect order}} are used to mark certain actions. Now any such diagram fulfills the security requirement fair exchange given in the diagram in Figure 9 if for both actions marked with these tag-value pairs it is the case that if one of the actions is executed, then eventually the other will be. The left diagram does not fulfill this requirement because the Business may never Deliver order. Also one can see that the right diagram does fulfill the requirement (intuitively, because the customer may reclaim the payment if the order is undelivered after the scheduled delivery date), assuming that the customer is able to prove having made the payment (indicated by the stereotype^{⟨⟨} provable^{⟩⟩}), e.g. by following a fair exchange protocol.

7. Outline of integration and further development steps

After the integration of the security aspects into both the application core and the use case specification, the two

Figure 10. Activity diagrams for business application

views will be connected before the design process can begin. We extend the class diagram with a class for every use case. This class is responsible for controlling the use case.

Furthermore, the mapping of the security aspects takes place in the integration step. Every use case has input and/or output data. If the data structure of this data is not part of the class diagram, we have to add the necessary new classes. Additionally, we have to map the security aspects of the input and output data. For each attribute or the whole class we have to test whether the security specification is the same as in the class diagram. Otherwise we have ignored some security aspects in the preceding static security data modeling or in the security use case modeling. This adjustment brings the opportunity to add missing security aspects and helps therefore to avoid important security problems in both the data model and the functional specification.

For the example given in Section 4 we need a data type for the phone number and one for the return message in the domain model, if the classes do not exist yet. The phone number, as well as the return message are classified as security-critical in Figure 3. For this reason, the added classes have to be classified critical, too. During the design the attributes of the phone number class and the message class must be specified according to the classification of the class. If e.g. the phone number class existed before the integration process started, then we have to check the class whether it is classified critical. If not, we have detected a disagreement and we have to adapt the domain model.

Further, in the integration we may realize that we need special security classes, for example for the implementation of a cryptographic algorithm. We can add them to the class diagram in this early stage and we therefore have the ability to bring more structure into the data model.

After the integration, the integrated class diagram and the enriched use case diagrams are the starting points for the analysis phase. In this phase, a refinement of the behavioral specification of the use cases takes place, the example sequences have to be enriched with all possible alternatives, and the messages within the system have to be considered more closely with respect to the communication between single objects, and not merely between the actor and one system object.

8. Tool support

We describe some prototypical tool-support for securitycritical systems development for checking constraints such as those associated with the stereotypes defined in Section 2, which is currently under development [16]. A first version has been demonstrated at [13]. The tool works with UML 1.4 models, which can be stored in a XMI 1.2 (XML Metadata Interchange) format by a number of existing UML design tools. To avoid having to process UML models directly on the XMI level, the MDR (MetaData Repository, http://mdr.netbeans.org) is used, which allows one to directly operate on the UML concept level (this is, for example, used by the UML CASE tool Poseidon, http://www.gentleware.com). The MDR library implements a repository for any model described by a modeling language compliant to the MOF (Meta Object Facility). It is hoped that this approach may ease the transition to future UML versions.

The developer creates a model and stores it in the UML 1.4 / XMI 1.2 file format. The file is imported by the tool into the internal MDR repository. The tool accesses the model through the JMI interfaces generated by the MDR library. The checker parses the model and checks the constraints associated with the stereotypes. The results are delivered as a text report for the developer describing found problems, and as a modified UML model, where the stereotypes whose constraints are violated are highlighted.

9. Related work

E. B. Fernandez and J. C. Hawkins present in [7] an extension of use cases and interaction diagrams to develop distributed system architecture requirements. Among other non-functional requirements they introduce questions for the extension of use cases, too, but without relating the use cases to class diagrams. In contrast to our security use case modeling the paper presents a universal list of questions for requirements elaboration, like e.g. system communication load, fault tolerance, safety, real-time deadlines and security. For these reasons, the questions are less specific than in our context. Furthermore, the presented questions are aimed at the detection of use cases from scratch, whereas in contrast to this, our approach extends existing use cases, with exception of the third use case type given in Section 4. [4] uses use cases for access control design. [8] employs use cases in the context of secure database design and [1] in the context of security in healthcare. However, these works are mainly focused on application examples for use cases in security-critical systems, not on giving a methodology for their development or a concept for their integration with domain models.

G. Sindre and A. L. Opdahl describe in [20] the concept of misuse cases in the requirements engineering. This kind of security use case modeling is orthogonal to our approach, because the authors add completely new use cases, which present attack scenarios. In our use cases we extend the given use cases with security information, which enable conversion into analysis and design. The specification of misuse cases focuses on an earlier stage than our process step in a software development process.

[21] also covers a software development process for security engineering. This process is based on the spiral model and uses classical requirements elicitation and risk assessment instead of the object oriented concept of use cases.

More generally, there are further approaches to a rigorous development of critical systems based on UML, including [18, 10] (and other articles in [15]).

10. Conclusion and further work

In this paper we suggested a methodology to integrate security aspects from the beginning into a system development process. Through the introduced methodical approach for specifying security-critical systems we consider security aspects both in the static domain model and in the functional specification. For the elaboration of the functional aspects we introduced a question catalogue and for the domain model an appropriate UML-extension. The methodology is currently evaluated in larger case studies in cooperation with industrial partners.

A worthwhile direction of further investigation would be to try to continue combining the approach of use case oriented development with ideas from model-driven development (also called model-driven architecture) by including further kinds of UMLsec diagrams in the approach, beyond the security-annotated class diagrams used here. As mentioned in Section 4, these could be sequence diagrams, but other kinds of diagrams should also be considered. This would allow one to perform consistency checks between the use cases that are formulated and the other models constructed during the development of the system, or even to verify some behavioral requirements.

As we mentioned in Section 4, work has to be done on the security questions, in the way that we can elaborate a complete specification. For this reason, we have to improve the mapping between the questions and the security aspects and extend our question catalogue, so that the execution of the question list leads to the desired complete specification. Furthermore, more work has to be done with respect to the integration of security use cases in the field of testing and in the field of verifying that the security aspects described in the use cases are met in the system.

Another interesting research aspect is the integration of security use cases into criteria catalogs like the Common Criteria (see [5]). Thereby we want to look at the essential documents necessary for a security evaluation, which are connected with the security use cases.

References

[1] B. Blobel, P. Pharow, and F. Roger-France. Security and Design Based on a General Conceptual Security Model and UML. In HPCN Europe, 1999.

[2] Ruth Breu. Konzepte, Techniken und Methodik des objektorientierten Entwurfs – Ein integrierter Ansatz. Professorial thesis, Technische Universität München, November 1998.

[3] Ruth Breu. An Integrated Approach to Use Case Based Development, 2002. To be published.

[4] G. Brose, M. Koch, and K.-P. Löhr. Integrating access control design into the software development process. In Integrated Design and Process Technology (IDPT), 2002.

[5] Common criteria for information technology security evaluation version 2.1. Technical report, August 1999. Avilable from http://www.commoncriteria.org/ docs/index.html.

[6] D. F. D’Souza and A. C. Wills. Objects, Components, and Frameworks With UML: The Catalysis Approach. Addison Wesley Publishing Company, 1998.

[7] E. B. Fernandez and J. C. Hawkins. Extending use cases and interaction diagrams to develop system architecture requirements. Technical Report TR-CSE-97-47, Department of Computer Science and Engineering, Florida Atlantic University, Boca Raton, Florida, 1997.

[8] E. Fernández-Medina, A. Martínez, C. Medina, and M. Piattini. UML for the design of secure databases: Integrating security levels, user roles, and constraints in the database design process. 2002. In [15].

[9] Martin Fowler and Kendal Scott. UML Distilled – Applying the Standard Object Modelling Language. Addison Wesley Longman Inc., 7th edition, June 1998.

[10] S.-H. Houmb, F. den Braber, M. Soldal Lund, and K. Stolen.

Towards a UML profile for model-based risk assessment. In Jürjens et al. [15].

[11] Ivar Jacobson, Grady Booch, and James Rumbaugh. The Unified Software Development Process. Addison Wesley Longman, Inc., 1999.

[12] J. Jürjens. UMLsec: Extending UML for secure systems development. In J.-M. Jézéquel, H. Hussmann, and S. Cook, editors, UML 2002 – The Unified Modeling Language, volume 2460 of LNCS, pages 412–425, Dresden, Sept. 30 – Oct. 4 2002. Springer. 5th International Conference.

[13] J. Jürjens. Developing Security-Critical Systems with UML, 2003. Series of tutorials at international conferences. Download of material at http://www4.in.tum.de/~juerjens/csdumltut .

[14] J. Jürjens. Secure Systems Development with UML. Springer, 2003. To be published.

[15] J. Jürjens, V. Cengarle, E. Fernandez, B. Rumpe, and R. Sandner, editors. Critical Systems Development with UML, number TUM-I0208 in TUM technical report, 2002. UML’02 satellite workshop proceedings.

[16] J. Jürjens, P. Shabalin, S. Meng, E. Alter, S. Höhn, S. Shen, G. Kokavecz, and S. Schwarzmüller. UMLsec tool, 2003. Webinterface at http://www4.in.tum.de/ũmlsec.

[17] Philippe Kruchten. The Rational Unified Process – An Introduction, Second Edition. Addison Wesley Longman, Inc., 2000.

[18] R.F. Paige and J.S. Ostroff. A proposal for a lightweight rigorous UML-based development method for reliable systems. In Workshop on Practical UML-Based Rigorous Development Methods, pages 192–207, 2001. UML 2001 satellite workshop.

[19] B. Schneier. Attack Trees — Modeling Security Threats. Dr.

Dobb’s Journal, 12, 1999.

[20] Guttorm Sindre and Andreas L. Opdahl. Capturing Security Requirments through Misuse Cases. In NIK 2001, Norsk Informatikkonferanse 2001, http://www.nik.no/2001, 2001.

[21] John Viega and Gary McGraw. Building Secure Software:

How to Avoid Security Problems the Right Way. Addison- Wesley, 2002.