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Security is the Major Issue

Q: Rate the challenges/issues ascribed to the 'cloud'/on-demand model
(1=not significant, 5=very significant)

Security 74.6%
Performance

Availability

Hard to integrate with in-house IT

Not enough ability to customize [ 5587
Worried on-demand will cost more [N 50.4%

Bringing back in-house may be difficult T 50.0%

Regulatory requirements prohibit cloud [ 9. 2%,

Not enough major suppliers yet w 44.3%
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GRC in Clouds

Governance Compliance

Policy design Risk strategy Policy enforcement

Classification schema Business Impact Legal compliance
or data and processes | PAnalysis SOX, SOLVENCY II)

Trust chain in a cloud Threat and Control
ulnerability Analysis mplementation

Risk Analysis
emediation

The Cloud offers dynamic ressource allocation
- For GRC in clouds we require the same dynamic
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Compliance Scenarios

B Customer -> Cloud:
W Security Compliance:

B Check the security processes of the cloud for compliance with
SLA

®m Legal Compliance:
® Check the business process for SOX, MaRisk compliance
® Cloud -> Cloud:
®m Contract Compliance:
® Check the interaction of two business partners in the cloud
B Cloud -> Customer:
M Security Compliance:
B Inspect the processes for cloud behavior violation
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Related Standards

Process Maturity

Holistic Control Systems

Security Standards

Transparency

I§ mmm
\: Safe Harbor

Common Criteria

Bundesamt
fiir Sicherheit in der
Informationstechni
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http://images.google.de/imgres?imgurl=http://www.nysscpa.org/committees/emergingtech/cobit.jpg&imgrefurl=http://www.nysscpa.org/committees/emergingtech/somarchive.htm&usg=__kA7hFBjqGF8ICb2J8DxpZsOD60A=&h=102&w=163&sz=34&hl=de&start=9&sig2=kgCPyZKdc7LApOp9AM5M1Q&um=1&itbs=1&tbnid=vOLaTd3w2PBirM:&tbnh=61&tbnw=98&prev=/images%3Fq%3Dcobit%26um%3D1%26hl%3Dde%26client%3Dfirefox-a%26sa%3DN%26rls%3Dorg.mozilla:en-US:official%26tbs%3Disch:1&ei=DOWKS72rJ4qqmgPN_6S0BA
http://www.iso.org/iso/home.htm
http://www.iso.org/iso/home.htm
http://www.bpm-maturitymodel.com/eden/opencms/
http://www.truste.com/index.html

A simple cloud check list

W |s the security of the vendor documented?
B How are security levels maintained?
W |s it possible to withdraw from the cloud with little effort?
® What Guarantees / Service Level Agreements (SLA) exist?
B Can they be tailored to the customers need?
B Which penalties are in the standardized SLAS?
B How can the vendor enforce an SLA?
B What kind of cloud monitoring capabilities exist?
® Where is the physical location of the cloud?
B Which laws apply there?
B Can | enforce the usage of German law (“Rechtswahl”)?
B Are German privacy laws enforced?
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Architectures for Auditable
Business Process Execution (APEX)

¥ Tool supported method for implementing business
processes to IT infrastructure under consideration of
compliance policy requirements (like Basel Il, Solvency

1, ...).

B Analysis is performed on the basis of text documents,
models or other data sources

¥ Governance, Risk and Compliance (GRC) and
measures especially for Cloud Computing for SMEs and
large-scale enterprises.
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Motivation

¥ Implementation of compliance regulations is essential:
B Implementation of EU-Guidelines Basel Il, Solvency Il till 2012
B Implementation of MaRisk from BaFin
B US-market actors require SOX

¥ Today: time-consuming and expensive manual labour

W Specialists are employed for standard tasks and there is often
no time for analysis of special cases e.qg. risk of fraud by stuff
(spectacular example: Societe Generale 2008: 5 Mrd. Euro loss).

B APEX approach reduces the manual effort and provides time for
GRC experts to focus on specific issues
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Definition Security and Compliance

¥ Governance, Risk und Compliance (GRC)
B Governance: internal company guidelines
B Compliance: external guidelines, e.g. SOX

B Risk: risk management under consideration of all
guidelines

¥ Security

B Abstract security objectives, e.g. CIA applied to a
company

¥ A company can be compliant, but not secure.
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The Idea behind the APEX Approach

B Automation of standard GRC tasks
B Rol reduction through manual work reduction
B Experts focus on special cases
B Development of GRC information bases for companies

B Data sources: Interviews, texts, process mining, and
processes

¥ Risk management concept evaluation

B Partially automated by APEX framework
B Support by measures for GRC monitoring

B Implementation of monitoring tools e.g. in web portals
W Data can be also used in BPM sector
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The APEX Framework
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Log-File Analysis

File: VYsaperpisapmhtitransh1ogh ALOGAAZSE ERP
n L L
Reguest SID C1. S RG Time Stamp Owner User [ ) Id t f t f th
entdrication O e
SAPKGPPD14 ERF ALL H gaga OF .07 .09 11:47:37 SAPUSER SAP_BRSIS . .
SAPKGPPD15 ERP AL H el afe]a) 07 .07 . 09 11:47:44 SALPUSER SAP_BRSIS
SAPKGPRD12 USER SAF_BASIS FOU r_ EyeS_PrInCIple
SALPEGPRDT1Z . . USER SAP_BRSIS
SAPEGPRDT4 F _Ey _P pI USER SAP_BRSIS .
smarnrs | T OUM-EYES-FriNCIple  [=r | e with the help of the
SAPEGPGDTZ2 USER SAP_BRSIS
SAPEGPGDT3 /EHP aLL H e [=]e} A7 .09 11:47 .86 SAP_BASIS f | | u n f n
SAPKGPGD14 RP ALL H gaga OF |7 .09 SAP_BASIS l ' | t .
SAPKI I6 ERF ALL H gaa4 SAP_BASIS O OWI n g I n O r a IO n .
FPE-GOE12 ERF ALL ) gaas SAP_BRSIS
SAPK-GOE12 P aLL ) Laag RECRUITUSER SAP_BRSIS ([ ] R t Id
SALPE-GOOTZ ERP ALL ) Hansg . . LPUSER SAP_BRSIS eq u es S a re
m RP ALL ) Haas . : : SAP_BRSIS
= ERP sLL ) Hansg . . : g SAP_BRSIS
SAPK-GOOTZ ERP aLL ) Haas OF 07 . 09 13:16: 27 SAPUSER SAP_BASIS Confo rl I l
SAPE-GOOTZ ERP sLL ) Hansg OF . 07 .09 13:16:27 SAPUSER SAP_BRSIS
SAPE-GOOTZ2 ERP aLL ) Haas OF .07 .09 13:16:27 SAPUSER SAP_BASIS .
SAPK-60812 | ERP | aLL | & [ BEE8 | 07.87.89 13:16:27 | SAPUSER SAP_BAS5IS ® OW n e rS a re d |ffe re nt
SAPK-G6OE12 ERF ALL ) gaas OF .07 .09 13:16:27 SAPUSER SAP_BASIS
SAPK-GOE12 ERF ALL ) gaas OF .67 .09 13:16:27 SAPUSER SAP_BRSIS ° b fl . h d
SAPK-G6OE12 ERF aLL ) Laag 07 .07 .09 13:16:27 SAPUSER SAP_BRSIS t
SALPE-GOO13 ERP ALL ) Hansg 07 .07 . 09 13:16:27 ERECRUITUSER SAP_BRSIS J O Wa S I n I S e a
SALPE-GOO13 ERP ALL ) Haas OF 07 . 09 13:16: 27 SALPUSER SAP_BRSIS " . "
SAPE-GOO13 ERP sLL ) Hansg OF .07 .09 13:16: 27 SAPUSER SAP_BRSIS th rr] t t rr]
SAPK-GOO13 ERP aLL ) Haas OF 07 . 09 13:16: 27 SAPUSER SAP_BASIS e Sa e pOI n I n I e
SAPE-GOO13 ERP sLL ) Hansg OF .07 .09 13:16: 27 SAPUSER SAP_BRSIS
SAPE-GOOT13 ERP aLL ) Haas OF .07 .09 13:16:27 SAPUSER SAP_BASIS
SAPE-GOO13 ERP sLL ) Hansg OF . 07 .09 13:16:27 SAPUSER SAP_BASIS
SAPK-GOE13 ERF ALL ) 0AAs OF .67 .09 13:16:27 SAPUSER SAP_BRSIS
SAPK-GOE13 ERF ALL ) gaas OF .67 .09 13:16:27 SAPUSER SAP_BRSIS
SAPK-60E13 ERF ALL ) gaasg OF .07 .09 13:16:27 SAPUSER SAP_BRSIS
SALPE-GOO13 ERP ALL ) Hansg 07 .07 . 09 13:16:27 SALPUSER SAP_BRSIS
SALPE-GOOT4 ERP ALL ) Haas OF 07 . 09 13:16: 27 SALPUSER SAP_BRSIS
SAPE-GOOT4 ERP ALL ) Hansg 07 .07 .09 13:16: 27 ERECRUITUSER SAP_BRSIS
SAPK-GOOT4 ERP aLL ) Haas OF 07 . 09 13:16: 27 SAPUSER SAP_BASIS
SAPE-GOOT4 ERP sLL ) Hansg OF .07 .09 13:16: 27 SAPUSER SAP_BRSIS
SAPE-GOOT4 ERP aLL ) Haas OF .07 .09 13:16:27 SAPUSER SAP_BASIS
SAPE-GOOT4 ERP sLL ) Hansg OF . 07 .09 13:16:27 SAPUSER SAP_BASIS
caRl Smmd A rran il n Lalatatynl A7 A7 onan A9 -48 .07 calern ~cafR Rae T,
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Business Process Mining

Analysis of
processes
derived with <
reverse

engineering

Event
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Business Process Analysis

WAutomated compliance-
analysis

®Two approaches:

1.Test-based analysis of the
activity identifier for the
automated risk identification

2.Structural analysis of the
process model for compliance-
violation-pattern
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Conclusion

Clouds ?

Make sure you are secure !

(... and compliant)

Contact: http://jan.jurjens.de
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