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Abstract. We explain UMLsec and associated techniques to incorporate security aspects in model-based development. Additionally, we show
how UMLsec can be used in the context of software evolution. More
precisely, we present the SecVolution approach which supports monitoring changes in external security knowledge sources (such as compliance
regulations or security databases) in order to react to security related
modification and to support the associated co-evolution of the UMLsec
models.

1

Introduction

Security modeling allows one to consider security issues at an early stage in the
development process [15]. Many security problems are induced by design flaws
which leads to problems in the developed software. A software design which is
augmented by security information helps the developer to avoid vulnerabilities
in the software design.
Although several approaches for model-based secure software engineering exist, few of these include automated tools for formally verifying the models against
the security requirements. Here, we focus on one such approach called UMLsec
[26]. It extends the Unified Modeling Language (UML) and offers automated
tools to verify UML models against security requirements [19] (cf. Fig. 1). The
UMLsec tool as well as its successor CARiSMA [11] support the analysis of
the security aspects expressed in the security extension UMLsec [26] (cf. Fig. 2).
CARiSMA is a reimplementation of the UMLsec tool and build upon the Eclipse
Modeling Framework (EMF). It thus supports UML and UMLsec models but
is especially extensible to support further modeling languages (e.g. BPMN as
?
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domain-specific language). Moreover, CARiSMA ist designed highly modular
and offering a flexible plugin-structure. CARiSMA as well as the UMLsec tool
mainly focus on the verification of the most important security requirements,
which can be directly used in the model, together with their formal definitions.
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Fig. 2: UMLsec Tool Suite
Security Decay in Ageing Information Systems: Information systems are
exposed to constantly changing environments which require constant updating.
Software “ages” not by wearing out, but by failing to keep up-to-date with its
environment [32]. New technology, changing customer requirements, and new
knowledge on various software development issues require constant updating.
An information system that does not react to changes in its environment will
soon be outdated. This is especially true for security and secure development [12].
When an information system handles assets of a company or an organization,
any security loophole can be exploited by attackers. Advances in knowledge and
technology of attackers are part of the environment of a security-relevant information system. Outdated security precautions can, therefore, permit sudden
and substantial losses [3]. Security in long-living information systems, thus, requires an on-going and systematic evolution of knowledge and software for its
protection. Thus, techniques, tools and processes are desired to support security
requirements and design analysis techniques for evolving information systems in
order to ensure “lifelong” compliance to security requirements.
SecVolution We therefore introduce the SecVolution approach for demonstrating how to cope with (co-)evolution of UMLsec models. The ultimate goal of
SecVolution is to preserve the security of an information system by adapting
software models through the use of external and internal knowledge sources. As
presented in the workflow in Fig. 3, our approach supports reusing security engineering knowledge gained during the development of security-critical software
and feeding it back into the development process. The information flow interface

Fig. 3: Extended information flow model of the proposed SecVolution approach
(ESR = Essential Security Requirements; SCK = Security Context Knowledge).
The information flow syntax is described in [43,42].
of UMLsec is depicted on the right hand side. UMLsec supports the construction activity. The input of that activity is an improved requirements specification
with security-relevant parts being identified and marked. The ultimate outcome
is supposed to be a secure system, by making use of a set of security-enhanced
UMLsec models.
Since changes in the environment are the reason for updating an information
system, a knowledge model, namely the Security Maintenance Model (SMM),
plays an intermediary role. Incoming information on changes is represented in
that model. For this purpose, heuristic tools and techniques are used to support
elicitation of relevant changes in the environment. Then, findings are formalized
for semi-automatic security updates and stored in the SMM. Therefore, it is
essential to stay aware of potential sources for relevant changes and to prepare
for eliciting new knowledge. On the back-end, represented changes trigger respective changes in the software models and their security aspects by means of
co-evolution. This leads to fast reactions and security updates in order to keep
information systems secure and “young at heart”.

CoCoME Case Study: To illustrate the usage of UMLsec regarding secure
information flow as well as (co-)evolution, we introduce the Common Component Modeling Example (CoCoME) as running case study. CoCoME represents
a point-of-sale system as it can be found in most supermarkets. The system consists of a number of cash desk PCs connected to a store server in a hierarchical
manner. A number of store servers again is connected to a central enterprise
server. As the communication paths between these systems are used to transmit business as well as personal data (e.g. when processing EC transactions),
communication between the systems has to satisfy given security requirements.
Moreover, a lot of additional hardware is plugged into the cash desk PC providing various entry points to the whole trading system. For additional information
and models of CoCoME, we refer to [18].

The remainder of this paper is organized as follows: In Sec. 2, we shortly
recall some relevant background on the UMLsec approach. In Sec. 3, we explain
how to model security knowledge and how to deal with its evolution. In Sec. 4,
we explain how, in reaction to changes in the security knowledge, the security
models can be co-evolved accordingly to deal with these changes appropriately.
After a discussion of further reading in Sec. 5, we end with a conclusion.

2

Model-based Security Engineering using UMLsec

In the UML extension UMLsec [26], recurring security requirements (such as
secrecy, integrity, authenticity and others) and security assumptions on the system environment can be specified within a UML specification as annotations.
This way we can encapsulate knowledge on prudent security engineering and
make it available to developers who may not be security experts. The UMLsec
extension is given in form of a UML profile using the standard UML extension
mechanisms. Stereotypes are used together with tags to formulate the security
requirements and assumptions. Constraints give criteria that determine whether
the requirements are met by the system design, by referring to a precise semantics of the used fragment of UML. The security-relevant information added using
stereotypes includes security assumptions on the physical level of the system, security requirements related to the secure handling and communication of data
and security policies that system parts are supposed to obey.
More information about the UMLsec approach and its notation can be found
in [26,25]. Some applications are reported in [29,23,28,24,21,20,27].
2.1

Secure Information Flow

Secure Information Flow (SIF) describes techniques to analyze and prevent the
flow of confidential information from a trusted (“high”) to an untrusted (“low”)
domain [17,35]. While dealing with SIF, a direct and an indirect flow can be
distinguished. Figure 4 shows both of them. In the left part a boolean variable l
in an untrusted environment is assigned a value from a high domain (h). Here,
storeAdmin

l = h;

i f (h)
l = false ;
else
l = true ;
fi

Fig. 4: Direct and indirect information flow: h is
a variable containing confidential (high) data and
l is a variable containing normal data (low) data.
For simplicity both variables are booleans.

storeManager
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Fig. 5: Hasse-Digram for
the security levels used in
the running case study.

the confidential information flows directly to the untrusted domain. The right
side shows an indirect information flow. Through the if statement the information in the low domain is influenced in a way that the high value can be simply
computed. This easy example shows that secure information flow is not easily
analyzed using dataflow in program, furthermore all side-effects from the program logic need to be considered. In the literature, therefore, an approach using
observations of an program is often used. A program interacts with its environment and events can be observed. These events are categorized like the data
into high and low data, which are used to describe the SIF properties in terms
of program observations. One of these approaches, which covers many others,
is the Modular Assembly Kit for Security (MAKS) [34,33]. It can be used to
express secure information flow properties in a modular and uniform way. The
fundamental elements are Basic Security Predicates (BSP). All BSPs are parameterized with a view V, denoting the elements which are confidential. A MAKS
view V = (V, N, C) [34] is a disjoint partition of the event set E into three sets
V , N , C.
confidential
not confidential

visible invisible
∅
C
V
N

The set C collects confidential events which should not be seen. The events of
V are visible and hold non confidential data. Events which cannot be observed
and are not confidential are collected in the set N . The combination of visible
but confidential events makes no sense, because visibility and confidentiality are
contradicting.
The system model is given as a prefix closed set T r of all system traces where
a trace is a sequence of events E. The system traces T r are prefix closed if for
all traces all prefixes are in T r also. For example, if the sequence habci is in T r
then the traces habi, hai and hi need to be in T r also.
Using a view V we can define BSPs. One example for such a BSP is strict
removal (SR):
SRV,N,C (T r) := ∀τ ∈ T r : τ |V ∪N ∈ T r
Strict removal describes that all “confidential” events C are independent of the
“visible” V and “neither-nor” events N and thus no information about confidential events can be inferred from the others.
BSPs can be combined and parameterized by views. By using BSPs many SIF
properties can be expressed, including many traditional notions. For example,
non-interference (N FH,L (T r) := ∀τ ∈ T r : τ |L ∈ T r) can be modeled using
SR [34]:
Let L be a set of low events and H be a set of high events with L ∪ H = E.
Then the following equality holds:
SRH,∅,L (T r) = N FH,L (T r)
In many applications the distinction in two security levels (high and low) is
too simple. A common used approach using partially ordered sets (poset) can

be used to reduce a multi-level problem. For example, a widely known system
using this approach is the linear system of the NATO defining the security levels
unclassified, classified, secret and top secret. In general, the security level structure is described by a partially ordered set (A, ≤) with the set A containing the
security levels and an partial order ≤ between the levels. If P denotes the set
of all permissions, then a security level can be described as a subset of P . The
family of security levels together with the operation subset ⊂ builds a poset.
This can be depicted as a Hasse Diagram (cf. Figure 5). Each connection from
a higher node x to a lower node y means x ≤ y. In security analysis, the poset
approach can be analyzed in terms of the high/low-approach. For each security
level S we define two sets H and L. H contains all permissions of S and all
greater sets of the poset. The set L holds all other permissions. This translation
is the input for high/low-analysis. If the analysis for all security levels fulfilled
the poset holds the SIF property.
In this tutorial, the security levels are modeled as sets of events that are
allowed to be seen by users holding this permission. Therefore, the relation between the security levels is modeled as a poset.
2.2

CoCoME Case Study: Modeling Secure Information Flow

In this section, we illustrate the use of UMLsec and the extension to its core to
model secure information flow as introduced above. For this purpose, we extend
particular models of the CoCoME system.
Figure 6 shows a class diagram that depicts the components and interfaces
defined to handle inventory data of a specific store. Some details are omitted in
the figure due to the sake of readability. We only show the elements that are
relevant for the example. The operations defined as part of the interfaces model
the information flow and data handling inside the store.
According to the requirements [18], it seems reasonable to define three roles
and arrange their rights as a poset as part of the hhDef SecurityLevelsii stereotype (cf. Figure 5). The lowest level is set to the cashier as he only needs limited
access to the system and only uses few operations respectively. In fact, the cashier
needs to book sales, query stock items and specific products. The next level is
defined by the role manager. This role resembles the one of the store’s manager. In consequence, the manager needs to access a number of administrative
operations such as queryLowStockItems. The third role necessary to model the
secure information flow of this example is the administrator who maintains the
IT of the store. This role, called storeAdmin, is the only one to be able to set
the store’s ID of the shop system (setStoreId).

3

Modeling and Evolution of Security Knowledge

Challenges in the evolution of an information system are driven by unforeseeable changes in the environment of a security-relevant information system: New

Fig. 6: Class diagram reflecting data handling of a single CoCoME store featuring
UMLsec SIF
regulations require compliance; the source of new regulations (e.g. standards organizations, law-makers, interest groups etc.) are usually well-known. Moreover,
failures will be detected in the construction of the information system itself.
When it comes to new or changing technologies and knowledge, it is difficult to
determine the impact on security of the information system. For example, faster
computers can make it easier to decode simplistic encodings. New approaches
like rainbow tables [37] can compromise password encoding schemes that were
considered sufficient before. A rainbow table is a preprocessed table for reversing cryptographic hash functions. This technique, published in 2003, is used for
cracking password hashes and has be successfully applied to various systems.
Knowledge management is an essential part of our SecVolution approach to
cope with security issues properly. In this section, we therefore focus on organizing security knowledge and its evolution. Whenever security knowledge changes,
software engineers need to know how to adapt the regarded information system,
so that a certain level of security is retained.
3.1

Modeling Security Context Knowledge

Security knowledge generally contains essential axioms, concepts and their relations including all important hierarchies and constraints. Additionally, Security
Context Knowledge (SCK) is defined as security-relevant knowledge of the environment of an information system, including but not limited to attacker types

and their abilities, encryption protocols and their robustness against different
attacks, etc. It is contained in information sources of various kind (e.g. security
guidelines and obligations [9] or attack and vulnerability reports [47]). In SecVolution, security context knowledge is part of the Security Maintenance Model
(SMM) as presented in Figure 3. Since this knowledge is not necessarily limited
and cannot guarantee that we will discover complete information about security,
the knowledge must be extended at any time.
In recent years, different ontologies and meta-models for security knowledge
have been proposed. One can distinguish between asset-centric modeling, which
focuses on the values that are threatened, and system-centric modeling, which
depicts systems and their vulnerabilities. Since SecVolution should deal with
versatile security knowledge on the one hand and an actual information system
that is to be maintained on the other hand, we need an integrated view that
incorporates security- and system-specific aspects.
In [36], a generic meta-model for IT security obtained from an extensive literature review is presented. It provides common security concepts and properties
that are the same across different domains. It has an asset-centric view and distinguishes between the different properties of attacks and countermeasures on a
conceptual level (e.g. is an attack taking place in public or in private, using legal
or criminal means; or whether it is detected by audits or by prediction). Further
relevant meta-models and ontologies are proposed in [7,48,14]. A widely accepted
meta-model considering security-relevant system properties is introduced in [45].
Further publications about security knowledge modeling can be found in [16].
In this tutorial, we use a minimal knowledge structure to model SCK, which
can be found in each of the abovementioned meta-models and ontologies in one
or the other way. It is shown in Figure 7.
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To model an actual system from a security perspective, following concepts
are defined. An asset is an item of interest worth being protected. This generally
includes hardware (e.g. server, switches) and software (e.g. critical applications,
services) components. Regarding information systems, assets are also sensitive or
confidential information (e.g. passwords, user data, financial data and reports).
To provide access to assets, an entry point is defined as the interface to interact
with the system (e.g. login website, email, input field). Thus, each asset has at

Class
Trust Level
Asset
Action
System Component
Countermeasure

Subclasses
Agent (Person Affected, Third Party, Recipient)
Data (Personal Data)
Anonymization, Data Usage, Data Processing, Pseudonymization,
Approval, Notification, Allowed Action, Critical Action
Data Storage Device (File, Database), Data Processing Unit
Access Control, Physical Access Control, Encryption, Availability
Check

Table 1: Extension of the used knowledge structure to model privacy
least one entry point. A trust level describes which role has access to an asset
using a specific entry point (e.g. customer, manager, administrator). System
components model the regarded information system focusing on assets and entry
points.
To model security knowledge from an attacker perspective, the following
concepts are defined. A threat is the possibility to perform a successful attack on
a specific asset (e.g. execute unauthorized code or commands, expose sensitive
data). Here, an attack is a sequence of malicious actions that are performed
by an attacker (e.g. cross-site scripting, denial-of-service attack). To perform a
successful attack, the attacker uses vulnerable entry points. Here, a vulnerability
is a system property that violates an explicit or implicit security policy (e.g.
improper neutralization of input, missing encryption of sensitive data). Thus,
it facilitates unintended access or modification of assets. To mitigate a certain
threat, countermeasures are used to fix the respective vulnerability (e.g. input
validation, encryption of sensitive data).
Note that this knowledge structure is not limited to the concepts depicted
here. It can be extended to fulfill further domain-specific requirements and constraints. For example, if we need to model the German privacy directive as
declared in [10], several concepts must be extended as listed in Table 1. To use
the knowledge structure for an actual system, system components, assets, entry
points and their relationships must be identified. This can be done by using
threat modeling as explained in [45].
To realize our knowledge base in practice, we decided to use the Web Ontology Language (OWL) [38]. The SCK is therefore modeled in terms of concepts and individuals. A concept is a collection of individuals, which share some
properties. Individuals are the basic elements of an ontology that describe the
actual knowledge. One advantage is that we are able to use standard OWL
tools such as Protégé [39] to edit knowledge elements. Moreover, reasoning and
query languages exists and allow to have unified access to knowledge. To extend
the knowledge structure as mentioned, OWL provides a mechanism to import
knowledge elements from other ontologies.
3.2

Managing Evolving Security Knowledge

Security knowledge must be up-to-date in order to preserve security sustainably.
The problem is to determine which security information remains valid, which

information changes, how it changes, and why it changes. Moreover, information systems are complex due to various technologies and frameworks used for
implementation.
To cope with security issues in long-living information systems, software engineers need to overview numerous knowledge sources during maintenance. As a
consequence, they need methods to support identification and analysis of security
loopholes and design flaws in development artifacts based on security-relevant
knowledge. In particular, the evaluation whether a vulnerability can be exploited
by an attack may alter with each change of the system itself or of the system
context represented in the SMM. For example, encryption of a data connection
might become vulnerable due to change in configuration or due to the development of more powerful algorithms for cracking passwords. To describe evolution
of SCK, knowledge elements can be added, modified and deleted (atomic edit
operations). If a change is reported by a knowledge source, the information must
be classified in either ordinary requirements, essential security requirements, or
security context knowledge.
SecVolution is not intended to detect or even to forecast new security issues
or to mitigate known exploits automatically. It is rather meant as a methodology
to systematically describe and share security knowledge and to make it usable
for non-security experts. For this purpose, we developed heuristic tools and techniques to support security analysis of development artifacts and monitoring of
relevant changes in the environment. In [16], a security assessment of naturallanguage requirements based on heuristics and reported security incidents is
proposed.
3.3

CoCoME Case Study: Managing Security Knowledge

In this section, we illustrate the use of our knowledge structure to model security
problems. Regarding the CoCoME case study, we consider an extension of the
trading system which enables customers to order goods online and to come to
the shop to pick their order up (pick-up shop). The pick-up shop makes use
of hidden fields to pass values from one page-call to another. This simplifies
the server component, since it can be implemented stateless. Stateless in this
case means that every HTTP request happens in isolation. Thus, each HTTP
request must include all information necessary for the server to process the
request successfully. By doing so, the server does not need to store the data and
neither to cope with many special cases like session aborts. Statelessness also
corresponds to the resource-oriented architecture of the web.
In this example, we assume that an attacker exploited hidden fields to change
the price of an order in our pick-up shop. Here, the price is stored in a hidden
field to allow calculations, like the total over all items. It is forwarded using
a HTTP request to submit the order. On the server side, the integrity of the
hidden values is not checked explicitly. Therefore, the prices in the request can
be altered and used in the subsequent delivery process.
A similar vulnerability has been reported as CVE-2000-1001 [46] in the Common Vulnerabilities and Exposures (CVE) database [47]. The CVE database

provides security information about known vulnerabilities and exposures. The
goal is to standardize the identification of publicly known vulnerabilities. The
CVE database serves as a reference by software engineers for identifying and
mitigating known vulnerabilities.
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Fig. 8: Elements that are added to the SCK to reflect knowledge about a new
attack and countermeasures

The knowledge about the vulnerability, the attack, and its entry points as
introduced in the preceding section needs to be added into the SMM. For this,
we need to modify the SCK. In this case, we add the notion of sensible data (e.g.
the price in the attack), the skills of the attacker and the countermeasures for
the attack. Possible countermeasures include using the price of the product in
the price database and not using the price in the HTTP request, or the integrity
check of the HTTP request that is transmitted. For simplicity, we show only the
addition of the countermeasure integrity check of the HTTP request. In Figure 8,
we see a fraction of a SCK that is already extended by new countermeasures.
The system component affected is the web front-end which exposes an entry
point by the definition and use of hidden fields for state communication between
the HTTP requests. When these hidden fields contain sensible data (asset) this
leads to the corresponding vulnerability.

4

Co-Evolving Security Models

The ongoing change through modified requirements, corrections of discovered
problems etc. is often referenced as software evolution. A change occurs when
certain facts that are true in a situation are no longer true in a later situation [44].
Additionally, software evolution describes the process in the maintenance phase
which precedes the servicing and decommission phase. Since the evolution should
not depend on ad-hoc change, we also need a notion of evolution in the area of
software and security knowledge modeling. Here, evolution is often characterized
as ongoing change to the model.
In the remainder we show how knowledge evolution affects co-evolution of
security models. Moreover, we present an approach to model co-evolution of
UMLsec models based on security knowledge stored in the SMM.

4.1

Evolution of Knowledge and Co-Evolution of Security Models

If the information system was developed in a model-driven way, the adaptations
with respect to changed security knowledge or requirements can even be automatized with co-evolution expressed as model transformations. For this purpose,
adaption information describing potential changes and how to deal with such
changes if they appear must also be stored in the SMM.
Since knowledge evolution and the corresponding co-evolution of the system
model are manifold, we designed the SMM consisting of three parts. Firstly, the
Security Context Knowledge (SCK) incorporates security-relevant knowledge of
the environment of the regarded system. Secondly, the Catalog of Reactions
(CoRe) bridges the gap between changes in the knowledge (i.e. evolutions of the
SCK) and consequent changes that have to be applied to the system model (i.e.
co-evolution). Thirdly, the History of Evolutions (HoE) is a supportive element
that is used to determine changes happened to the SMM so far.
When knowledge sources are identified, information on new knowledge and
its potential impact on security must be elicited. This analysis needs to reach a
level of detail that allows conceiving countermeasures and updating of models
during co-evolution. Therefore, each change in the elicited knowledge needs to be
reflected in the models, such that the security knowledge and the models evolve
together. Thus, a side by side evolution is referenced to as co-evolution.
Figure 9 shows the interrelationship between knowledge evolution and coevolution of the system model. First, a security analysis evaluates whether the
system model is secure in terms of the knowledge represented in the SMM at
design-time. This can be achieved by using our tool-support CARiSMA[11].
Changes in the SCK may trigger respective changes in the system model and
their security aspects as described by the CoRe. Evolution of the SCK conTime
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Fig. 9: Interrelationship between security knowledge evolution and co-evolution
of the system model built upon this knowledge

tained in the SMM is described in terms of atomic evolution steps. Depending
on the parameters of all evolutions that took place, it has to be checked whether
security is retained. Unfortunately, the changes to the SMM cannot be fully automatically used to adapt the system model, since these changes require design
decisions as well as that they depend on the language of the model. Thus, we use
a flexible approach that allows explicit modeling of different adaption options.
4.2

Modeling Security Maintenance Rules

To adapt the system model sufficiently, a sequence of evolution operations on
the system model is necessary. The pairing of the evolution of two different
artifacts (here SMM and system model) is referred to as co-evolution. These coevolutions are derived from the sequence of applied edit operations which have
been used to change the SCK. This interrelationship is modeled in the SMM
using the Security Maintenance Rules (SMR). They are a part of the CoRe
and build the connecting link between evSMM and possible corrective actions
that have to take place at the system model. Since these rules depend on the
security information in the SMM and are themselves part of the SMM, they
can also evolve. The SMRs are to trigger reactions upon the security knowledge
that has changed. Regarding the kinds of possible reaction types, an appropiate
reaction can be the direct manipulation of the System Model (SyM). This can
for example be achieved by making use of graph transformation techniques.
Moreover, displaying instructions to the maintainer is also an important kind of
reaction to security knowledge evolution. For example, a newly discovered attack
that can be performed if the passwords used in the system underrun a certain
length does not require changes at the model level. In fact, the countermeasure is
to instruct the maintainer to ensure that all passwords used in the systems exceed
a (new) minimum length. We define SMRs to describe the adaption opportunities
for the SyM as a quadruple
(evSMM , evSyM , pars, pre). (1)
The first evolution evSMM describes the changes to the SMM and the second evolution evSyM describes the corresponding changes that shall take place
at the system model. EvSMM and evSyM are captured in a transformation-based
manner. The predicate pars contains parameters that may additionally characterize both evolutions. Moreover, pre resembles a precondition that has to hold
for the respective SMR to be applied. In summary, the latter two elements of
an SMR ensure that the parameters of the evolutions are compatible to each
other. Information about parameterizing evSMM is especially helpful because it
can support parameterizing of more generic co-evolution functions. Seeing the
relation of the parameters of the different evolutions as predicated allows us to
deal with directly computed parameters and manually chosen parameters.
As discussed above, SMRs can also evolve. Moreover, it seems reasonable to
not have any duplicates and detect variants of the same SMRs. We thus do not
let SMRs be created or modified directly but provide editing operations. Using

editing operations, we can attach operations that check certain conditions prior
to modifying the set of SMRs. For example, adding a new countermeasure can
be performed by an operation formally denoted as
add.countermeasure.type(countermeasure, vulnerability, pars, pre)
where the countermeasure is the countermeasure and vulnerability the vulnerability to be mitigated. pars and pre are used to parameterize the countermeasure
and define a precondition prior to applying the corrective actions. type denotes
the reaction’s type. For example, instructions to the maintainer or requesting a
(sequence of) model alterations through graph transf ormation steps are possible values.
It is difficult to describe evolutions for a general system model. Thus, the second part of the rules is described in terms of the regarded model language. Here,
we choose UMLsec as introduced in Section 2, because it provides lightweight
annotations of security properties and requirements. These annotations are used
to ensure the security in the code.
The mapping between the SMM and the system model need not to be oneto-one. For each SMM evolution, we can define an arbitrary number of system
model co-evolutions. In this case, the maintainer can choose between different
solutions. This allows the modeling of different solutions for one given adaption.
For example, the integrity of data communicated can be obtained by different
adaptions. One possibility is to use digital signatures over the value. Another
possibility is to check the value when it is communicated back to the issuer.
After describing the parts of the SMM including SCK and SMRs, we show
an application of our approach by continuing our case study in the next section.
4.3

CoCoME Case Study: Adapting UMLsec Models

In this section, we illustrate the use of security maintenance rules to adapt
UMLsec models. For this purpose, we consider the pick-up shop extension as
introduced in Section 3.3. We use UMLsec to annotate security related annotations into the models. In detail, the security requirement of data integrity as
resembled by the stereotype hhintegrityii .
At design-time, there is no integrity check of the hidden fields data transmitted between browser and the server component. Later, the analysis of the
reported vulnerability leads to new knowledge about the use of hidden fields
in a web page and data in our pick-up shop. In this example, this leads to the
perception that the integrity of sensitive data needs to be checked and the prices
need to be treated as sensitive data. Therefore, respective model elements need
to be annotated with appropriate UMLsec stereotypes (e.g. hhintegrityii ) to
enforce respective security checks as part of the implementation.
The compliance of security requirements annotated using UMLsec can be easily checked using our tools support. In the following, we focus on the integrity of
sensitive data in hidden fields as introduced in Section 3.3. Here, we explain how
the modified knowledge facilitates changes to the model such that the security
of the information system under consideration is preserved.

Modeling Security Maintenance Rules As explained in Section 3.3, the
SCK must be updated to reflect the new knowledge. After that, it is necessary
to model SMRs that are used to react upon security issues. On this account,
we need to define SMRs for every possible evolution of the SCK. Regarding the
reported vulnerability, the countermeasure integrity check needs to be described
as an evolution of a software model. Because an integrity check can be directly
annotated in UMLsec, this rule mainly has to describe the location where to add
the tag hhintegrityii and some parameters (what to check and where the integrity
should be ensured). There are often several possible modifications, thus more coevolutions can be added (see [22]). For example, the operation call following the
formalization as introduced above to add a SMR for this countermeasure is as
follows:
add.countermeasure.transf ormation("add integrity check",
"hidden fields manipulation", pars, pre)
with
pre = ∅
pars = (fields = getFieldsMarked("integrity"))

(2)

For simplicity, we assume an auxiliary function to query the model. We use
getFieldsMarked to get all fields which need to be secured by the SyM evolution.
such functions can be realized, for example by using existing tool frameworks
(e.g. CARiSMA).
Modifying the model After the SCK is updated and SMRs are added (evSMM ),
the co-evolution (evSyM ) as introduced in Figure 9 takes place. Here, the SMR
chosen to be applied is the one created through (2) and realizes the countermeasure check integrity. It thus leads to application of model transformations of
the models that for example realize the addition of hhintegrityii stereotype. In
:WebApp

getPage()

:Browser

return price, ...
getPage(post=price,...)
<<integrity>>

Fig. 10: One of the model changes modeling the use of the new countermeasure
check integrity in the model. Here, the state-chart communication is annotated
requiring that the integrity of the communicated data is checked. For simplicity
the parameter tags of the stereotype are omitted.

summary, the resulting model is annotated with new security requirements. For
example, the check integrity countermeasure leads to the requirement of checking
the integrity of some post variables (see Figure 10).

5

Further Reading

Our approach combines methods and concepts from the field of secure software
development as well as information security management. In the next subsection
we give some further literature to other or connected approaches.
5.1

Model-based Security Engineering using UMLsec

Today, several approaches for model-based secure software engineering exist:
Ray et al. [41] propose to use aspect-oriented modeling for addressing access
control concerns. Functionality that addresses a pervasive access control concern
is defined in an aspect. The remaining functionality is specified in a so-called
primary model. Composing access control aspects with a primary model then
delivers a system model that addresses access control concerns. Basin et al. [5]
show how UML can be used to specify access control in an application and
how one can then generate access control mechanisms from the specifications.
The approach is based on role-based access control and gives additional support
for specifying authorization constraints. Brose et al. [8] demonstrate how to deal
with access control policies in UML. The specification of access control policies is
integrated into UML. A graph-based formal semantics for the UML access control
specification permits one to reason about the coherence of the access control
specification. The SECTET framework for Model Driven Security as proposed
by Alam et al. [1] is applied for example towards a domain-specific approach for
health care scenarios, including the modeling of access control policies, a target
architecture for their enforcement, and model-to-code transformations. In the
above-mentioned work, extensive security expertise is required to implement the
proposed methods or to operate relevant tools. Moreover, several approaches are
focused on a specific aspect of software systems such as access control.
5.2

Modeling and Evolution of Security Knowledge

A significant amount of work has been carried out on security knowledge management for information system. Belsis and Kokolakis [6] state that successful
security knowledge management of information systems largely depends on the
involvement of various stakeholders in security analysis, design, and implementation. However, they also found out in their field research that most stakeholders
lack relevant security knowledge. To overcome this knowledge gap, Raskin et
al. [40] present an ontology-driven security approach. Ontology organizes security knowledge (e.g. attacks and countermeasures, etc.) retrieved from natural
language data sources. This approach can be seen as an interface of natural
language processing and information security. Eloff and Solms [13] present a

hierarchical framework for information security management. It is an early attempt to clarify security terminology and its interrelationships. The result is
used to build up a hierarchical framework made available to the information
system industry. Tsoumas and Gritzalis [48] suggest a security management approach for information systems which builds upon security knowledge gathered
from various information sources. Security knowledge is organized in an ontology based on an extension of the DMTF Common Information Model. Other
approaches dealing with similar ontologies to manage security knowledge properly are presented in [30,6,4]. In this approach the ontology is set up beforehand,
considering widely-accepted standards and information about the infrastructure
of the information system as well as established policy documents. Kritzinger
and Smith [31] present a conceptual view of an information security retrieval
and awareness model. The purpose of the model is to increase security awareness among employees of an organization. It ensures that technical aspects of
information security do not outweigh human-related issues. Moreover, the presented model considers measuring and monitoring the current level of security
awareness of each stakeholder in an organization. The measurement is mainly
based on an awareness test consisting of multiple choice questions. The approach
aims to link high-level policy statements and deployable security controls to support security expert’s work. AlHogail and Berri [2] propose the development of
an architecture sustaining security knowledge within an organization. The architecture aims to manage tailored security processes, policies and solutions. The
goal of this approach is to capture and share security-related knowledge in order
to efficiently react on security incidents and decrease dependencies on security
experts. To capture security incidents as well as actions taken to mitigate the
issue, a pre-defined report template is used. Subsequently, reports are analyzed
manually to establish rules that are stored in an organization-wide knowledge
base.

6

Conclusion

We described how to use UMLsec and the SecVolution approach for the security maintenance of evolving systems. UMLsec can be used to include different
aspects of security requirements and techniques into model driven development
processes build on UML. We demonstrated this by showing how to model secure
information flow properties in a webshop case study build on CoCoME. We then
showed how to model the evolution of security knowledge. We used an ontology
to store security knowledge related to webstores. Based on this we can use the
security knowledge to co-evolve the UMLsec model when the security knowledge
changes.
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