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Java Sicherheits-Architektur Versicherungsbersich
e

Ursprunglich (JDK 1.0): Sandkasten-Modell.
ZU simplistisch und restriktiv.

JDK 1.2/1.3: feinere Sicherheitskontrolle
(signing, sealing, guarding objects, . .. )

Aber: komplex, also Verwendung fehleranfallig.
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Java Sicherheits-Politiken Versicl'nsesruznog1sgereich

Berechtigungseintragen bestehen aus:

* Schutzdomanen (URL's und
Signaturschlussel)

* Ziel-Resourcen (z.B. Dateien auf lokaler
Machine)

* zugehorige Berechtigungen (z.B. read, write,
execute)

4

hJ technische universitat ) fakultat fur
dortmund 5 Secure Architectures informatik



Softwarearchitekturen im  E=G
Finanz und

Signed und Sealed Objects Versicherungsbersich

Brauchen Integritatsschutz fur Objekte, die zur
Authentisierung verwendet oder zwischen
JVMs ausgetauscht werden.

SignedObject enthalt Objekt und seine
Signatur.

Fur Vertraulichkeitsschutz: SealedObiject ist
verschlusseltes Objekt.

Q.—r
ch
35
3

[S g

ische universitat . fakultat far
5 Secure Architectures informatik



Softwarearchitekturen im  [E=G

: Fi d
Guarded Obijects Vemic;égzl'}é\zg}gereich
0

Java.security.GuardedObject schutzt Zugang
zu anderen Objekten.

* Zugang uber getObject Methode.

* checkGuard Methode in java.security. Guard
kontrolliert
Zugang.

* Gibt Referenz oder  ¢@y_- #
SecurityException.
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Aufgabe 5.1
—a) Warum ist dieser Mechanismus nicht
vollig sicher (Hinweis: Referenz) ?

[3 P.]

—b) Wie konnte man ihn erweitern, um
dieses Problem zu begrenzen ? [3 P|]
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Problem: Komplexitat Versicherungsbereich
SS 2010

* Rechtevergabe abhangig von
Ausfuhrungskontext.

* Zugangskontrollentscheidungen bezuglich
verschiedener Threads.

 Konnen verschiedene Schutzdomane
betreffen.

* Methode doPrivileged() unabhangig von
Ausfuhrungskontext.

Gibt Werkzeuge zur Uberpriifung.
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* Zugangskontroll-Anforderungen fur sensitive Objekte
formulieren.

* Guard objects mit Zugangskontrollen definieren.

» Uberprifen dass Schutz der guard objects hinreichend.

» Uberprifen dass Zugangskontrolle konsistent mit
Funktionalitat.

» Uberprifen dass mobile Objekte hinreichend geschutzt.
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Local «guarded accesss»

getObjpect{ Exp, Exp):Exp

MicSi Signireq Exp )y Exp

« guardeds
Micsi (guard=MicGd |
_

MicroKey: Keys

Signireq:Exp):Exp

rH
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JavaSecArch

eetObjiob) =mig)

[obj=Micsi]

MWV Gd . chk Gdisig) freturni BicS 1)

JavaSecArch ol MicGd
k i p
- limit Bool

chkGdi )

Enforces overall security policy ?
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<< gua rded access>> VersichSeSruznog1s(t))ereich

Ensures that in Java, <<guarded>> classes
only accessed through {guard} classes.

Constraints:

* References of <<guarded>> objects
remain secret.

* Each <<guarded>> class has {guard} class
enforcing security policy.
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Exam P le << gua rded access>> Vemicrnsesl'u;()gfgereich

e
Local =“guarded access» l'l"l

getObjiob)sig)

getObject| Exp,Exp):Exp

CheckReq
IV Gd.chkGdisig) Sreturni BicS1i

MicGd
Tl | o
- limit Bool

MicSi Signi(req Expx Exp

« gardeds

Micsi [guard=MicGd|] | JavaSecArch

MicroKey: Keys

EEEEE

weal =] chkGdi)

si1znireq: Exp):Exp

chkGdisig)

CheckReq WaitReq

[sig=finana limit=tioe] /eetun

<<guarded access>> fulfilled.
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L .
= —
waww . bankeasy.com _
s o ) sevec
: [ | Browser ] <<lnternet>> | | '
—— o P -
— ] Store '/’/ ’//’
I | <<miz> "~ o] www finance.com
| | Ml |
- - 1 5 .
' . -""/;{'I.numel_:r:- — 1 : e

Internet bank, Bankeasy, and financial advisor, Finance, offer

services to local user. Applets need certain Privileges (step1).

. Applets from and signed by bank read and write financial data between 1 pm
and 2 pm.

. Applets from and signed by Finance use micropayment key five times a week.
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I

Sign and seal objects sent over Internet for Integrity
and confidentiality.

GuardedObjects control access.

|guard=FinGd} | signed=bankeasy|
StoredFinan <<call>> | BankAp
FinData: FDat ‘gt BankData: EDat
W arg EDat) [ guard=MicGd] [signed=tinance]
I MicroSign <<call>> | InfoAp
e 1 MicroKey: Key i SignedReq: Oby
[guard=ExcGd | [ signed=finance, : T
FinanExcpt cccall>> | Advap  certiflow] Sign (0:0bj):Oby
ExcData: FDat R UserData: FDat
Readi ) FDat
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Guard Objects (step 2) 552010
I

timeslot true between
1pm and 2pm.

[origin=signed=bankeasy,timeslot] freum

...
{ mkaleGmdU Req }_.

wee kllmlt true untll [otherwise] fthrow new SecurityException()
access granted five
tlmes’ InC Thlsvveek [origin=signed=finance,weeklimit] /incThisWeek /return

iIncrements counter. N
{ CheckReq ]checkﬂumd{][ WaitReq .

\'\____—___,_/"’H 2

[otherwise] fthrow new SecurityException()
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Guard objects give sufficient protection (step 3).

Proposition. UML specification for guard objects only grants
permissions implied by access permission requirements.

Access control consistent with functionality (step 4). Includes:

Proposition. Suppose applet in current execution context
originates from and signed by Finance. Use of micropayment key
requested (and less than five times before). Then permission
granted.

Mobile objects sufficiently protected (step 5), since objects sent
over Internet are signed and sealed.
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Objektzugangs-Politik kontrolliert Zugang von Client
zu Objekt uber gegebene Methode.

Realisiert durch ORB und Security Service.

Access Decision Functions entscheiden ob Zugang
erlaubt. Abhangig von

* aufgerufener Operation,

* Privilegien des Principals in dessen Vertretung
der Client agiert,

* Kontrollattribute des Zielobjektes.
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Example: CORBA Access Control > “Faanzund

. Versicherungsbereich
with UMLsec SS 2010
Local -Pmiected..ﬂ.;ccem»rH
gelObject Exp Expi Exp CORBASecAch
S1oFi Rexd( Exp ExcGd ch EATDisig)
S1oFi Write(arg: Exp) [bj=FinEx] ;:I:anl:l-_'in];t:l
FinEx Read( »Exp
MicSiSignireq:ExprExp
i clad e
SeE] 14 inGd }
FinDaa: Exp [obSwF]  FinGdch AT s ig)
Readi 1 Exp :
Miﬂm"ﬁ_@] CORBASacArch eal | MicSd
e I bbb == lirnit: Bool
wpmoieciads ch EADO) ol chlEADCK )
FinEx ADO=ExCd} L eall
. el el
E_:E-Dmn: E'!.TP ""m“"‘ 4_ H ""m“"‘ 11"-._[ '-._I.-.""m“"‘
Read(rExp FinGd “E:HI; ExeGd
glol: Bool
- 1;_:::12:1» ch kAT chlkADCK )
Micsi 14D io5d}
Microbey: Keays Excixd cdh EAD D sig
Signieq:Expi:Exp [ Checkie E}'—.

Eig=ce] fremarn

FinSd WieSd
chEAT =iz} chE AT K sigs
=R
[sig=tanks sloe=zmez] frenarn Eig=fimne, limie=me]freoimn
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rm(): Integer
wmi(x: Integer)
rx(): Boolean

rm()/return(money)

rx( )/ return(true)

rm()/return(money)

rx( J/return(false

ACCU“H‘: {{Critifﬂl?} W m(xj W
{secret={wm,rm.money}} . [money>=100 D]r .
ExtraService yepep— NoExtraService
money: Integer m"u'n:a}r ix /money:=
I'm(r Integer / [money<1000]
wm(x: Integer money:=
rx(): BDD]EEH ) money +XN\"1)

No partial leakage of secrets ?
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Enforce secure information flow.
Constraint:

Value of any data specified in {secrecy} may
influence only the values of data also
specified in {secrecy}.

Formalize by referring to formal behavioural
semantics.
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Customer account <10 down—flow» L \

rm(): Integer
wm(x: Integer)
rx(): Boolean

rm()/return(money)

rx()/return(true)

(Y

Account «critical»
{secret={wm,rm.money}}

wimn(x)
[money>=100 D][

rm()/return(money)

rx( )J/return(false

(v

NoExtraService

ExtraService

money: Integer

rm(): Integer
wm(x: Integer)
rx(): Boolean

oney:=
money-+x

/money:=
money+x

/money:=0

[money<1000]
wWIT(X)

<<no down—flow>> violated: partial information on input
of secret wm() returned by non-secret rx().
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Customer account 0 down—flow» L, \

rm(): Integer rm()/return(money) rm()/return(money)
wmi(x: Integer)

rx(): Boolean

rx( )/return(false

(v

IX( ]

=Y, 5« wm(x)

«critical»
Account [money>= ll}[}ﬂ][

{secret={wm,rm.money}}

ExtraService yp— NoExtraService
money: Integer money+x /money:=0
rm(): Integer [money<1000]
wm(x: Integer) / ml,‘:::fgé; A Wm(x)

rx(): Boolean

Modifikation: Im Zustand ExtraService wird auf rx() kein Ruckgabewert
zuruckgegeben. Ist <<no down-flow>> nun erfullt (mit

Begrundung) ? [4 P.]

22

technische universitat . : fakultat fur
! dortmund 5 Secure Architectures informatik



Softwarearchitekturan im

Fi d
Secure Use of Cryptography Versicrllsgztr}zrzlog:s:t))ereich
.
«data security» | : -
Server l-ﬂhfl;'-hi
-cfEl‘itiEﬂl}r t::ii‘:;;}ﬂ" "’ [ v % ?-u[f:}
inan:-Dakak:-KeypeacE-pi Tt
_1 mchdiman:-Epi 5:;%‘%) ;]I%m]
(secrecy ={s, Kg'}}| &
Variant of TLS T o
(INFOCOM‘gg). uwlﬁrl;'._.l.ll'-i N'-II__,E-'WE,-E FE."} t::igtl
| < - s P TP W
Cryptoprotocol Cm x
secure against it m:“.qc,, =t 1
default «Internets = —
adversary ? ;ﬂ = | I :53 =
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Security requirements of data marked
< <critical>> enforced against threat
scenario from deployment diagram.

Constraints: Data marked {secrecy}, {integrity},
{authenticity}, {fresh} fulfills respective
formalized security requirements.

24

hJ technische universitat ) e fakultat fur
dortmund 5 Secure Architectures informatik



Example <<data security>>

Softwarearchitekturen im
Finanz und
Versicherungsbereich
SS 2010

«data securitys

]

«cnticals

| secrecy ={s, ]{El} }

Variant of TLS
(INFOCOM 99).

Violates {secrecy}
Of S «Internets

against default

SECvEr
ey =

KWK ok, D

|
|nhat1-1-=1-§'l~;:,|’ (T:E.;

inan:-Dakak:-KeypeacE-pi

mchdiman:-Epi

| M -u:n:i'E'qi (a2

ESina
|n|nl~! ..I-.c ..'ilr_nli_:p: Li:“
[Sign _g % bW S (5K A%
LL: - ] | 1] -
*F r'i".,f' i I|'. Hili'ﬂ g K "'ﬁ..l..'
{ [n-:h'E*:E

adversary.

emfan B, LT-'L =h:u B
[‘I:'E"Il =l-H:| ::
i Exi _._':‘i'_u-li AN =
_L_ L
elicnen b . =
LIMLT -
I_I_I — I | | mITLp
.......... : ""_.:{lj S
# -"'.--'..\: ————————
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UMLsec Intro: Overview Versicherungsbereich
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Security requirements: <<secrecy>>,...

Threat scenarios: Use Threats_(ster).

Security concepts: For example <<smart card>>.
Security mechanisms: E.g. <<guarded access>>.
Security primitives: Encryption built in.

Physical security: Given in deployment diagrams.
Security management: Use activity diagrams.
Technology specific: Java, CORBA security.
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