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What should you know?

General knowledge about Requirement Engineering.
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Introduction

● Need of security 

● Requirements defined in Natural language 

● Process of writing security requirements
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Requirements

The development of complex systems requires:

1. a lot of resources

2. a big amount of experience

3. review of stakeholder’s requirements. 

These requirements are usually written in the natural 
unconstrained language and they are not always precise, 
because almost always the stakeholder is an individual, who is 
not the expert in requirements definition. 
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Requirements

Such natural language requirements require translation, that 
can prevent many errors in the future:

1. Ambiguity

2. Vagueness

3. Complexity

4. Omission

5. Duplication

6. Wordiness

7. Inappropriate implementation

8. Untestability 
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Security Requirements

Security engineering is integrated in different phases of the 
software development life cycle:

● requirements

● design

● implementation

● testing. 
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Security Requirements

The early integration of security engineering has advantages 
like:

● avoid further big problems in other phases 

● avoid quite much rework. 

But it also has disadvantages like:

● requires more time for definition of security requirements

● requires more time for creation of security requirements
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Security Requirements

There are also many different approaches of writing security 
requirements. Here are some of them:

1. SREF - Security Requirements Framework

2. KAOS anti-models - Goal Oriented Method for 
Requirements Engineering

3. MOSRE - Model Oriented Security Requirements 
Engineering
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Requirement Templates

The fully automated process of creation requirements is a 
dream.

However, there are some simple tools which can make the 
creation of the requirements quite simple, save a lot of time 
and provide a high quality. One of the most popular tools is 
template-based way to construct and document. 
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Template Requirements

Steps to create Security Requirements:

1. Start with process

2. Characterize the Activity of the System

3. Determining the Legal Obligation

4. Precisely Determining the Process

5. Formulating Logical and Temporary Conditions
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Template Requirements
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Template Requirements

Step 3: Determining the Legal Obligation

Requirement #1.1: The system shall provide the administrator 
the ability to print.
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Template Requirements

Step 4:  Precisely determining the process

Requirement #1.2: The system shall provide the administrator 
the ability to print the error message to the network printer
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Template Requirements

Step 5: Formulating Logical and Temporary Conditions

Requirement #1.3: If an error message has been generated, 
the system shall provide the administrator the ability to print 
the error message to the network printer.
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Template Requirements

Template-Constructor

The advantages of this approach are:

1. General structure of Security Requirements saves much 
time during reading/writing requirement

2. The ease of use of the constructor

3. Legal obligation of the requirement

4. Possibility to create flexible requirement
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Example

Requirements in Stakeholder’s Natural Language:

I have a login and a password. When I fill the inputs I click on 
the ”login” button and then i am logged in. The login is an 
E-Mail address and cannot be empty. During filling the 
password the input should not show the password, for 
example, showing start instead of password. If login or 
password are wrong, then I cannot log in and should see the 
error message.
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Example

● Requirement #1 The system shall provide the registered 
users ability to log in.

● Requirement #2 If ”login” input is not empty, the system 
shall provide the unauthorized user an option to log in.

● Requirement #3 If ”login” is a valid E-Mail address, the 
system shall provide the unauthorized user an option to log 
in.

● Requirement #4 If ”login”-input or ”password”-input contain 
wrong data, the system shall provide the user the error 
message ”Credentials are incorrect”.
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Summary

● There is no any unique or most common way to write 
Security Requirements. 

● Security Requirements are being sometimes ignored or 
being created with a natural language.

● Security requirements have a big influences on the all 
phases of any system.

● Security Requirements can be easily created with the 
Template-Constructor
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